




echo “Hello, I’m Kelly Villa”
▪ S. Systems engineer

▪ Sometimes I'm a saxophonist
▪ And other times I am the Dark Knight 

#!/bin/bash
> chmod 777
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./me











Communities



IoT Security
The creation



¿Why IoT?



It is clear that it is time to deploy new energy models with greater presence of renewables, but not only we 
have to promote the most efficient use of this energy and incorporate the figure of "prosumers", those 
consumers who not only consume energy, but also that produce and control it. We are facing a new 
ecosystem where advanced distribution networks become essential. An ecosystem where consumers and 
other actors interact: marketers, producers, prosumers, etc. It is basically the Internet of Things in the 
energy sector, communication between intelligent devices that help us achieve greater knowledge of 
consumption and allow us to identify new services for customers. Marc Guillen In recent years, the 
electricity network has become more intelligent by incorporating technologies such as smart meters, 
knowledge-oriented automation and remote management and monitoring tools. For example, with our 
technology, networks are incorporating sensors, systems and softwares that allow them to monitor 
network trends and evaluate their activity to improve reliability and resilience. In turn, automated 
algorithms help assess how these trends can be optimized to reduce energy expenditure, obtaining 
real-time information from external factors such as meteorology, to make automatic changes in 
distribution resources. Meanwhile, these sensors collect data that is stored and ordered automatically 
within a provider's system, so that the system learns. Schneider Electric software applications can also be 
applied in remote monitoring and management, allowing greater autonomy. From the network we have 
moved to smart grid. But let's look ahead to the year 2025. At that time, we expect the traditional 
centralized network model to be totally transformed by distributed energy. We will need a more modern 
and even smarter network. The first wave of innovation in this field in which Schneider Electric is already 
working is leveraged in the Internet of Things. The latest advances in IoT go beyond the simple connection 
of smart devices and allow to provide more value at all levels of the electricity network and help in the 
digital transformation of the electricity company. By creating a new infrastructure that connects intelligent 
devices with real-time control, open software, analytics and services, the IoT increases collaboration among 
new players in the energy landscape and helps the whole system work more efficiently. A key benefit of 
the IoT infrastructure is its flexibility. This flexibility is absolutely critical when it comes to ensuring a "future 
proof" system. We are facing a period of great transformation and innovation, which means that new 
technologies are being rapidly implemented and changing the way in which grid technologies interact 
exponentially.

IoT technologies have enormous potential to help build a cleaner and more reliable electricity network. 
And you can incorporate now. Beyond the connectivity of the devices, the IoT can become an integral 
framework and a guide to implement innovative digital technologies that increase the flexibility of 
network operations and make the entire ecosystem efficient and reliable. If we analyze well the 
opportunities provided by the convergence of IT and OT, we will see that any level of the network can be 
transformed and improved with new services and applications that will result in added value for all its 
stakeholders.
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RFID tags to facilitate 
routing, inventory and 

loss prevention

Vigilance, safety, health, 
transportation, food 

safety, document 
management

Location of people and 
Objects

Teleoperation: monitor 
and control distant 

objects



Architecture



Vermesan y Friess [2014]



Al-Fuqaha et al. [2015]



Protocol Identification



Karagiannis et al. [2015], Olubusayo Richard AdeyemoSupervised by Paul Lin [2016], Estep [s.f.]



Al-Fuqaha et al. [2015]

Application 
Protocols

DDS CoAP AMQP MQTT MQTT 
-NS

XMPP HTTP 
REST

Discovery of Services mDNS DNS-SD

Infrastructure Protocols

Routing

Network layer

Link layer

Physical layer

6LOWPAN IPv4/IPv5

RPL

IEEE 802.15.4

LTE-A EPCGLOBAL IEEE 802.15.4 Z.Wave



Trends Cluster

Manosalva, UNAL BOG



Company wants it



Internet of Things



Internet of Things



The process is easy
27









Complete Proyect





Nodos
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802.11 y 3G ́o 4G





IEEE 802.15.4.
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Attacks  IEEE 802.15.4



● Denial of Service
● Eavesdropping

● Spoofing
● Replay



Considerations

GSMA Latin America [2017]

Colombia  Latin América    México Brasil



Considerations

GSMA Latin America [2017]

Mobile internet use by social stratum      by location



Platform







● TURN
● STUN

● SIGNAL SERVER
● TFA



Developers...



“
My code is 
so perfect,
so simple,

doesn’t need be tested
...
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In a software
the main problem 

of errors 
or possible gaps 

= vulnerabilities of a system
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65% 
   of developers do it



“
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A game
Let’s start with volunteers
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Rules
Secret...
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● Name future love
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● Name future love
● The animal reincarnate

● Phishing
● Vishing

● Quid pro quo
● etc...
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Users or 
People Company



“
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“
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IT engineers
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The IoT that is online should only 
reveal a limited amount of 

information about you...
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● Choose a username or alias for your 
online identity.

● The user must not contain personal 
information.

● It must be something correct and 
respectful.



#!/bin/bash
> chmod 777
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./thanks

Thank you!
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./thanks

ANY QUESTIONS?
@02_KellyV






